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BLOG POS T

Cyber literacy for the boardroom: introducing
the NCSC's Board Toolkit
New toolkit helps board members to get 'a little bit technical'

Sarah L

The NCSC is frequently asked by board members ‘How do we know what good
looks like for cyber security?’

Our new Board Toolkit will help organisations to answer this very question. 

https://www.ncsc.gov.uk/person/sarah-l
https://www.ncsc.gov.uk/collection/board-toolkit
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The simple answer is ‘Good cyber security is whatever protects the things you
care about’. This means that, whilst there is some good practice that applies in
most situations, 'good' cyber security for one organisation may not be good for
another. Good cyber security has to work for you; it has to be appropriate to your
systems, your processes, your staff, your culture and, critically, has to be
appropriate for the level of risk you are willing to accept.

Boards are pivotal in improving the cyber security of their organisations. The Board
Toolkit has been created to encourage essential discussions about cyber security
to take place between the Board and their technical experts. Board members
don't need to be technical experts, but they do need to know enough about cyber
security to be able to have a fluent conversation with their experts, and
understand the right questions to ask.

The Board Toolkit covers a range of cyber security topics, starting with an
introduction to cyber security specifically written for board members. Other
topics include understanding the threat, collaborating with suppliers and partners,
and planning a response to a cyber incident. Each topic is filled with
straightforward guidance and helpful questions that board members can ask
their technical teams.

Don't feel obliged to read the Board Toolkit in a single sitting. Think of it less of a
manual to be read cover-to-cover, but more of a resource to be used to help you
develop your own cyber security board strategy - one that can adapt to fit your
own unique cultures and business priorities.

This Board Toolkit was created from the NCSC's unique insights into cyber security,
and by listening to what boards have told us they want to know. We'd like to thank
the people and organisations who helped us to create it. With your ongoing
contributions, we hope to develop the Board Toolkit to ensure it remains an
effective, relevant, and up-to-date resource.

We'd really welcome your feedback on the content to date, and are interested in
finding out what other topics you'd like to see covered. You can let us know
by contacting us directly.

https://www.ncsc.gov.uk/section/about-this-website/contact-us
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